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1
Decision/action requested

SA3 is kindly requested to approve the proposed changes to TR 33.850.
2
References

[1]
TR 33.850, v 0.8.0
3
Rationale

In 5G MBS architecture, MBSF controls MBSTF if the MBSTF is used. MBSTF plays the role of anchor in user plane for MBS data traffic. In MBMS befor 5G,  UE joins the MBMS sessions via user plane, while in 5G MBS, the UE join procedure is via control plane. For the key management in CP based solution, the MBSF, as a control plane functionality, is more suitable than MBSTF for managing the MBS keys. MBSF generates the MSK&MTK and delivers them to UE side and MBSTF side. The MBSTF use the MTK to protect MBS service traffic.
4
Detailed proposal

***
BEGIN OF 1st CHANGE
***
7.2
Conclusions on Key Issue #2

Following conclusions are made on Key Issue #2 " Security protection of MBS traffic ":

· No normative work is needed for transport layer-based solution.

· Service-layer solution is used as a baseline for the normative work. MBSTF provides the security protection for MBS traffic. The MTK is used as a root key to derive application/protocol specific keys to protect (e.g., encrypt or integrity protect) MBS service traffic. This will be optional to implement in both UE and network.

· Every MTK is uniquely identifiable by its KID. In the UE joining procedure, MTK and KID are delivered to UE via control plane if the UE is authorized to the MBS service. MTK and KID are generated by MBSF and shared from MBSF to MBSTF. This will be optional to implement in both UE and network.

Editor’s Note: whether UP based solution can co-exist with the CP based solution is FFS.

***
END OF 1st CHANGE
***
